Legal and privacy
Asia Miles Customer Privacy Policy
Non-EU Appendix

This Appendix applies if you are based in the following countries/regions during your interactions with

us:
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1.2

1.3

Australia

Overseas recipients of Personal Data

(@)

(b)

(€)

(d)

In the course of providing our products and services to you, we may disclose your Personal
Data to the following overseas recipients:

i. companies within Cathay Pacific and Asia Miles, our affiliates and their
subsidiaries, and third party service providers that are located overseas who
assist us in providing our travel and lifestyle rewards programme and
associated services; and

i. law enforcement agencies, regulatory authorities and governments for the
purposes of complying with our legal obligations.
These recipients may be located in any country to which you use our travel and lifestyle

awards or loyalty programme services.

We may disclose your Personal Data to recipients outside the country in which you are
located in order to provide travel and lifestyle loyalty programme services. The overseas
recipients includes recipients in countries at which our programme partners are located,

or countries in which our service providers operate or have their headquarters.

We may also disclose your Personal Data to data processors, customer service providers
and third party marketing service providers. The regions in which these third parties are
located include the European Union countries, Asia, North America, Australia, South
America and Middle East.

Accessing and correcting your personal information

(@)

You may seek to access the personal information that we hold about you, and seek to
update or correct it by logging into your electronic account and editing your profile,
preferences or settings. You may also seek to access or correct your personal information

by getting in touch with us at www.asiamiles.com, or by contacting the Data Protection

Office using the contact details in the Privacy Policy.

Complaints

(@)

(b)

You may request further information about the way we manage your Personal Data or lodge
a complaint by contacting our Data Protection Officer using the contact details in section

8.4 of the Privacy Policy.

We will deal with any complaint by investigating it, and providing a response to you within
a reasonable time, provided that we have all necessary information and have completed
any investigation required. In some cases, we may need to ask you to put your complaint

in writing so that we are sure that we understand it, and may also need to ask you for further
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https://www.asiamiles.com/en/support/help-centre/contact-us.html#/other-contacts

information or to verify your identity. In cases where further information, assessment or

investigation is required, we will seek to agree an alternative timeframe with you.

(c) Ifyou are dissatisfied with the outcome, please contact us. Alternatively, you may take your
complaint to the Privacy Commissioner at the Office of the Australian Information
Commissioner (OAIC). The contact details for the OAIC are available from the OAIC’s

website at www.oaic.gov.au.
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2.1

2.2

2.3

2.4

25

Canada

Consent and withdrawal of consent:

Where you have consented to our use of your Personal Data, you may withdraw your consent to
the use of your Personal Data. .You may do this by contacting us as set out in section 8.4 of the

Privacy Policy.

We may continue to use and disclose your Personal Data where it is required to provide you with
the services you have requested or that we have agreed to provide you, or in accordance with

the law.

Marketing and profile information:

In connection with our marketing activities, we analyse some of the information that we collect
about our members (together with information about members that we collect from our
programme partners) to determine what offers are most likely to be of interest to different
categories of members in different circumstances and at different times. We call this the creation
of “segments”. To do this, we combine Personal Data that we have collected from members
directly together with Personal Data that we have collected from CPA and other programme
partners, about our members’ earning and redemption history and interactions with us. From time
to time, we will assess the Personal Data that we hold about you in order to assign you to a
particular segment. We will use the segment that you have been assigned to in order to tailor our

marketing communications to include offers and content that are relevant to you.

Consent for electronic marketing communications:

We will only send you electronic communications in relation to marketing activities if you have
provided express opt-in consent to do so. This does not include transactional communications

which facilitate or confirm purchases or services, or responses to inquiries from you.

Opting out of direct marketing:

You have the right to opt out of our direct marketing, and the underlying analysis of your Personal
Data that we use to tailor the direct marketing that we send to you, at any time. You can exercise
this right, by contacting us in accordance with section 8.4 of the Privacy Policy, or opting-out or

updating your e-mail subscriptions in accordance with section 8.2 of the Privacy Policy.

Using your Personal Data to make decisions:

In connection with our business, we will use your Personal Data to make various decisions about
you and your eligibility to access our services, to prevent abusive use of our services, to ensure
security of our systems, or to detect fraud. Some of these decisions may be taken on an

automated basis including, by matching your Personal Data against information in certain risk
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2.6

2.7

2.8

models that we have created based on the behaviour of other individuals and using your Personal

Data to further enhance such models.

Storage and access outside of Canada:

Your Personal Data may be accessed and stored outside of Canada by staff or suppliers,
transferred, and/or stored outside Canada. Your Personal Data may be subject to access and
disclosure to governmental and law enforcement authorities in those countries and in accordance

with the laws of those countries.

Rights of access and correction:

You have rights of access to and correction of your Personal Data, subject to exceptions in
accordance with the laws of Canada. We may charge you a reasonable fee in respect of certain
access rights and will advise you of this in the course of any request. You may exercise your

rights by contacting us at the contact details in section 8.4 of the Privacy Policy.

Accountability:

If you have any concerns or questions about how we are collecting, using or disclosing your
Personal Data, you may contact us in accordance with section 8.4 of the Privacy Policy. If you
are not satisfied with how we resolve your questions or concerns, you may contact the Office of

the Privacy Commissioner of Canada.
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3.1

3.2

3.3

3.4

3.5

3.6

China

The following sentence shall be added as a final paragraph in the introductory section of the

Privacy Policy before the start of clause 1:

“You consent to the collection, use and disclosure of your Personal Data as described in this

Privacy Policy.”
Sensitive personal data

We will collect and handle sensitive Personal Data, for example, when we handle requests for
special medical or access assistance or your specific dietary requirements that you require from
airline partners may indicate your religious beliefs. We will ask you for your consent when

collecting and handling this type of Personal Data.
Storage and access outside of China:

Your Personal Data may be accessed and stored outside of China by staff or suppliers,

transferred, and/or stored outside China.
Using your Personal Data to make decisions:

In connection with our business, we will use your Personal Data to make various decisions about
you and your eligibility to access our services, to prevent abusive use of our services, to ensure
security of our systems, or to detect fraud. Some of these decisions may be taken on an
automated basis including, by matching your Personal Data against information in certain risk
models that we have created based on the behaviour of other individuals and using your Personal
Data to further enhance such models. Under certain circumstances, you may have the right to

restrict how we process your Personal Data for these decision making process.
Additional rights:
In addition to section 8 of the Privacy Policy, you have the right to:

(a) subject to certain conditions, request deletion of your Personal Data;
(b) where processing is based on consent, withdraw the consent;
(c) where services are provided to you via an account, cancel your account; and
(d) request a copy of your Personal Data;
You may exercise these rights by contacting us at the contact details in section 8.4 of the

Privacy Policy.

Accountability:
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If you have any concerns or questions about how we are collecting, using or disclosing your
Personal Data, or are not satisfied with how we resolve your questions or concerns, please

contact us in accordance with section 8.4 of the Privacy Policy.
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4.1

4.2

4.3

4.4

Japan

The following sentence shall be added to the introductory section of the Privacy Policy before the

start of clause 1:

“For the purpose of the Privacy Policy, “Asia Miles” means Asia Miles Limited and its subsidiaries.
Among these entities Asia Miles Limited is responsible for handling your Personal Data and acts

as a point of contact for any enquiries, complaints, data corrections or update requests”.

The first sentence of Section 5 (Who we share your Personal Data with) of the Privacy Policy is

replaced by the following language:

“In certain circumstances, to the extent permitted by the Act on Protection of Personal Information
of Japan (Act No.57 of 2003) and based on your consent if required by the law, we will disclose

your Personal Data to third parties as described below:”
Processing of special categories of Personal Data

(@) We will collect and handle sensitive Personal Data, for example, when we handle requests
for special medical or access assistance or your specific dietary requirements that you

require from airline partners may indicate your religious or other beliefs.

(b)  We will typically ask you for your consent when collecting, handling or share with a third
party this type of Personal Data, unless we are otherwise permitted to process such
Personal Data under the Act on Protection of Personal Information of Japan (Act No.57 of
2003) (APPI).

Your rights

(@) Inaddition to the Section 8 (Your rights) of the Privacy Policy, in certain circumstances, you

may have the rights under the APPI to ask us to:
0) correct, add or delete Personal Data if the Personal Data held by us is not accurate;

(i)  stop the use or sharing with a third party of, or delete, Personal Data if the use or

sharing is against the rules of the APPI;

(b)  These rights are subject to certain exemptions to safeguard the life, body or assets of you
or a third party (e.g. the prevention or detection of crime) and our interests, due to

requirements of other laws or availability of less onerous options.

CFD-#27765310-v4 8



5 Malaysia

51 The following sentence shall be added as a final paragraph in the introductory section of the

Privacy Policy before the start of clause 1:

“By providing us with your Personal Data and continuing to use our services, you agree to the
processing of your Personal Data in accordance with the terms of this Privacy Policy, which may

be amended or updated from time to time. ”
5.2 The following section 2.3 shall be added to the Privacy Policy:

“2.3 We will process sensitive Personal Data, for example, when we handle requests for special
medical or access assistance or your specific dietary requirements that you require from airline
partners may indicate your health issues. We will ask you for your written consent when
processing this type of Personal Data, unless we are otherwise permitted to process such

sensitive Personal Data under the Malaysian Personal Data Protection Act 2010.“
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6 Singapore

6.1 The following sentence shall be added as a final paragraph in the introductory section of the
Privacy Policy before the start of clause 1:

“You consent to the collection, use and disclosure of your Personal Data as described in this
Privacy Policy.”

CFD-#27765310-v4 10



7.1

7.2

South Korea

The following sentence shall be added as a final paragraph in the introductory section of the

Privacy Policy before the start of clause 1:

“You consent to the collection and use of your Personal Data in accordance with the terms of this

Privacy Policy”

The following clause shall be added to the Privacy Policy as section 5.6:

5.6 Names of third party recipients of your Personal Data and description of their

processing work

The names of third parties that will process your Personal Data on our behalf and descriptions or
their work are as follows. This list may be amended or updated from time to time.

Service Provider (Trade Name) Description of Work

DXC Provide IT Infrastructure level support to
all servers in CX data centre in Hong Kong

IBM ASM Provide application support to a list of
applications in CX data centre in Hong
Kong

AWS Cloud service

OpenJaw Travel retail platform for Asia Miles

ICLP Application  that handles  Non-Air
redemption in Asia Miles.com

Amadeus Amadeus is the Internet application for
passenger to book flights online

Google Analytics A web analytics service (SaaS) to track
page views and visits

Ayden Payment gateway

Microsoft Multiple services e.g.

e Cloud Storage
e Office 365

Mainframe Application used to keep flight manifest
data of all CX and KA flights and perform
auto-tracking and retro claim processing
for oneworld and Asia Miles partners

PCCW Provide CCFS support
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Verticurl Provide marketing support for member
community and events

Accenture To process marketing email broadcast &
tracking for application hosted in AWS
cloud

Adobe Adobe Campaign

Marketing automation software that stores
and handles customer data for emalil
marketing and deliver cross channel
orchestration marketing experiences.

Adobe Target

Website and mobile app experience
testing and audience targeting service
(Saas).

Adobe Analytics

An analytics service (SaaS) to track page
views, visits, and browsing behaviours
across website and mobile app.

Adobe Audience Manager
A data management platform (SaasS).

Adobe Launch
For tag management.

Conversocial

Conversation management tool (SaaS) to
handle member enquiry across various
social media platforms.

Google Tag Manager

For Tag Management

7.3 The following paragraph shall be replaced section 7.4 (Retention Period) of the Privacy Policy:

7.4 Retention Period

Our retention periods for Personal Data are based on business needs and legal requirements.
We will retain your Personal Data for as long as is necessary for the processing purpose(s) for
which it was collected and any other permitted linked purpose. For example, we may retain: (i)
certain transaction details (e.g. earning and redemption history) and correspondence until the
time limit for claims arising from the transaction with us has expired (which is typically between 6
to 10 years after the relevant transaction occurred, and in some cases much less than this); or (ii)
certain data to comply with regulatory requirements regarding the retention of such data. Where
Personal Data is no longer needed, we either irreversibly anonymise the data (in which case we
may further retain and use the anonymised data) or securely destroy the data.

7.4 The following sentence shall be added to section 8.1:

“If you are under the age of 14, your legal guardian will have the rights under section 8.”
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8.1

8.2

8.3

Taiwan

The following section 2.3 shall be added to the Privacy Policy:

“2.3 We will collect and handle sensitive Personal Data, for example, when we handle requests for
special medical or access assistance or your specific dietary requirements that you require from airline
partners may indicate your health issues. We will ask you for your written consent when collecting and
handling this type of Personal Data, unless we are otherwise permitted to collect, process or use such

Personal Data under Taiwan Personal Data Protection Law. “
The following section 4.2 shall be added to the Privacy Policy:

“4.2 Your Personal Data may be used in electronic form and/or hard copy form or in any appropriate

manner.”
The following sentence shall be added to section 8.1.:

“In addition to the above, you have the right (subject to exceptions and in accordance with Taiwan
Personal Data Protection Law) to request a copy of your Personal Data held by us or require us
to delete or cease the collection, processing or use of your Personal Data. You may exercise

these rights by contacting us at the contact details in section 8.4 of the Privacy Policy.”
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9.1

9.2

9.3

usS

California Privacy Rights

Under California Civil Code sections 1798.83-1798.84, California residents are entitled to request
a notice that identifies the categories of Personal Data which we share with our affiliates and/or
third parties for marketing purposes and provides contact information for such affiliates and/or
third parties. If you are a California resident and would like a copy of this information, please

submit a written request by contacting us at the contact details in section 8.4 of the Privacy Policy.

Children

We allow children under the age of 18 to open Asia Miles Membership accounts provided that
they have the consent of an individual who holds parental responsibility for them. We will rely on
this parental consent in respect of both the opening and day to day management of the

membership.

Your Rights And Choices

You may have additional rights and choices regarding how we process your personal

information. Those additional rights and choices are listed below.

We reserve the right to verify your identity in connection with any requests regarding personal
information to help ensure that we provide the information to the individuals to whom it pertains,
and allow only those individuals or their authorized representatives to exercise rights with respect

to that information. We will try to comply with your request as soon as reasonably practicable.

Please note that your exercise of these rights is subject to limitations and we may reject your

request.

Access and correction: You may access the information we maintain about you. You may

request access to correct any errors in your personal information.

Deletion: You may request that we delete your personal information. Please note, we may be

required by legal or other reasons to retain your personal information.

Do Not Sell My Personal Information: To the extent that we sell customer data, you may have

the right to direct us to stop selling your personal information if we are doing so.

Please contact us using the contact details in section 8.4 of the Privacy Policy if you would like
to exercise any of these rights or request more information. Where required by applicable law,
we will notify you if we reject your request and notify you of the reasons we are unable to honor

your request.

CFD-#27765310-v4 15



9.4 The following sentence shall be added to section 9:

“In relation to web browser-based do-not-track (“DNT”) signals, because there is not yet a
consensus on how companies should respond to web browser-based DNT mechanisms in

Europe, the US and California, we do not explain how we respond to web browser-based DNT
signals at this time.”
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